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Description:

[BugtraqID:

General
Address

192.168.4.12

Report Date

Domain Name

11/13/01 14:34:08PM

Ping Resp

Host R ded

Average Ping Respc!

Time To Live

Audits
A

User: scanner Pass: scanner - Account password same as account

Accounts

Accounts User: toml Pass: toml - Account password same as account

Accounts User: jypai Pass: jypai - Account d same as account
BIO Null Session

A t: toml - Password Does Not Expire

A IwiaM_NSNBACKUP - Password Does Not Expire

Accounts olivewu - Password Does Not Expire

A yuanl - Password Does Mot Expire

Accounts chp - Password Does Not Expire

Accounts supervisor - Password Does Not Expire

A jasmine - Password D oes Not Expire

Accounts granthil - Password Does Not Expire

Accounts cary - Password Does Not Expire

A scs - Password Does Not Expire

Accounts ritalin - Password Does Not E xpire

Accounts raytracy - Password Does Not Expire

A vicky - Password Does Not E xpire

Accounts eric - Password Does Not Expire

NetBIOS: Null Session

A Null Session occurs when an attacker sends a blank username and blank password to try to connect to the IPC$
{Inter Process Communication) pipe. By creating a Mull session to IPC$ an attacker is then able to gain a list of user
names, shares, etc...

Note: If you have run this Retina scan with Administrator level access to your network then you will always be able
to create a null session and therefore this is a false positive and not a vulnerability.
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Add the Following registry key: HKEY_LOCAL_MACHINE\System\CurrentControlSetiControl\LSA Name:
RestrictAnonymous Type: REG_DWORD Value: 1.
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@®Windows NT 4.0 SP3 or higher
O®Internet Explorer 4.01 or higher
@®32MB free memory

@®16MB free disk space

@ Optional Internet connection
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